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1. B &) Purpose
A, Fb, BT, B FE . R AR LARE B2 F AR (F
A ISMS) , R AZ & A T4 B AR, 13 &2 NISH#AITH EH, HREK
R LM ERBMITEELLEETERR L HEA R BT ILRR A K
P, AR AT

This manual is formulated to establish, implement, operate, monitor, review, maintain,

Un]*

1

and improve a documented information security management system (ISMS),
determine information security policies and objectives, effectively manage information
security risks, ensure that all employees understand and comply with the
implementation of information security management system documents, and

continuously improve the effectiveness of the information security management system.
2. & B Scope of application

A IR s E R TR R B R AT U A A TR 8] BTN 8l 8945 6
&M TAE

vul*

This management strategy is applicable to the information security management work

of Xiamen Hithium Energy Storage Technology Co., Ltd. and its subsidiaries.

3. K& 2 X Definition of Terms

3.1 ISMS (Information Security Management System) : 13 844 %MK A,
3.2 PDCA (Plan-Do—Check-Act) : X AR, BP Plan (i+%]) | Do (A7) .
Check (#2%&) #= Act (43) .

4. 3% Responsibilities

4.1 BEFS A FALF TELxLEETF M. & HIFFf 23 T4,

IT&IS is responsible for organizing regular reviews and updates of the information
security management manual;

4.2 FRELEEREREANE &EXEFTEZF MO TR ME,

Information Security Manager Representative is responsible for reviewing and
approving the information security management manual.
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5. X W% Document Content

2 8.4 4 R 4% #2 Information Security Policy Management
AR NS L 545 AfE o FR, B R (BARALTETM) , FEXAR
o8 2T AR KB IR MRS A PAT, W RAAER R, L2 ITA R T A
)& B R B AR PAT o
Based on the company's business characteristics and information security needs,
establish an "Information Security Management Manual." The information security
strategy should be approved by the relevant management before being released and
implemented. If there are changes, they should also be approved by the corresponding
management before being released and implemented again.
xpo B AR X R T4 b5 2 TAE 48 X 0913 & &R w6935 )l A= 2 51, dw R SM30 48
X ERAERNAKGE SRR, BRAXTEENRES, RELIIMXT
Provide training and promotion on information security strategies related to their work
to relevant employees within the company. If external stakeholders need to use relevant
information security strategies, they will be provided to external stakeholders after
approval by relevant management.
AT PR &R AT @ RS G R A Ae i B, N 5] B 28 4R & R A 6 AR K 31
1T Rk e it d, AR T & 45 Rt AT R Ae il it .
In order to ensure the effectiveness and applicability of information security strategies
in all aspects, the company organizes annual reviews of strategies by relevant
departments, and optimizes and improves them based on the review results.
5.1 #442373% Context of the organization
5.1.1 32fF4 22 % L33 Understanding the organization and its context
ERIEERETEARRNE, RASFENRBAARM A& BARE K, 54T
S X2 E MR E XTI RG NI ER, BHLERAT
ISO/1EC 27001 Fir/ERK, 2 E &X&FEARR, H 50869 d kb Tiie
HEg BARM— . B4, [ERRIRT:
When establishing an information security management system, it is necessary to fully
ENmAESHXEASHER=LE www.hithium.com
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consider the internal organizational structure and strategic objectives, analyze the
company's information security management and internal and external matters that
affect information security performance, and establish an information security
management system that is consistent with the company's corporate culture and
strategic objectives, taking into account the requirements of standards such as ISO/IEC
27001 that have been adopted. Including, but not limited to:

(1) B EH, BaX o

(2) b g5 B $kog B Anfe 77 4t

(3) TME R TR, smiRFefe /7 (Bo: T4, BRE. AR, T8, F4fH
)

(4) A3RA B4 K 7T 15 &R AT LGN efok ik;

(5) Ak,

(6) 13 8 A8 Ao IRLAY R g An it 42

(7) BAre 4R Meg Lieay & 2amER K,
(1) Organizational structure and division of responsibilities;
(2) Business development strategic goals and policies;
(3) Available resources, knowledge, and capabilities (such as funds, time, personnel,
processes, systems, and technology);
(4) The views and perspectives of internal stakeholders on information security
management;
(5) Corporate culture;
(6) Strategies and processes for information communication and exchange;
(7) Other management standard requirements that have already been adopted.
5.1.2 24X T 69F KA #1# Understanding the needs and expectations of
interested parties
LR ZEERETEARRET, IRT THANGMXEE S, L8 XEFRAEX
73T Bk e g BT KA R N S5 R A X T LIEBUR P B E 45,
INENIERAL, B P HEH. TEE. ANFITAR TS,
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When establishing an information security management system, in addition to
understanding internal factors, attention should also be paid to and identification of the
needs and expectations of relevant parties for information security management. The
company's information security stakeholders include government agencies, regulatory
agencies, external certification units, customers, suppliers, management, internal
departments, and employees.
5.1.3 # <4z &% 422K FTLE Determining the scope of the information
security management system
RAE AL S driE, AR, L E, TARBERZLTRERLR, F6524
TR F AT 645
The scope and boundaries of the information security management system are defined
based on business characteristics, organizational structure, geographical location, assets,
and technology. The scope includes:

(1) RLER: B ITHRAERAT B A TR ]

(2) L4EE: Z25FTARELEY, wikia, wikiEfws itz 5
Rt A i

(3) %L H: YERZERINKIESHERASHIAARSE 15
(1) Organizational scope: Xiamen Hithium Energy Storage Technology Co., Ltd;
(2) Business scope: Design and manufacturing of lithium-ion rechargeable discharge
cells, battery modules, battery clusters, and electrochemical energy storage systems;
(3) The physical scope is located on the No.1 Benyuan Road, Tongxiang High-Tech
Town, Xiamen Torch High-Tech Industrial Development Zone, Fujian Province, China.
5.1.4 128242 324KZ Information security management system
2x 8] #: 1S0/1EC 27001:2022 (13 &% &- M %% e [@ AR 4P -3 & 452 & 5 B4R
F-ZRK) L, AR 1S0/1EC 27002:2022 {1z &4 42— W 445 A FalaFati 7 —12
B aER ) Rk, B, £k, BT, B, FH. KRB fercit L
B a1
According to ISO/IEC 27001:2022 "Information Security - Network Security and
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Privacy Protection - Information Security Management Systems - Requirements" and
referring to ISO/IEC 27002:2022 "Information Security - Network Security and
Privacy Protection - Information Security Control Set" standard, establish, implement,
operate, monitor review, maintain, and improve a documented information security
management system.
5.2 4~ Leadership
5.2.1 A§A=7&Ki% Leadership and commitment
R e A BTATES, M@z, Kk, 27, BA, 9BF . KRR ERE
A E AR R B KGR RS
The top management provides evidence of their commitment to establishing,
implementing, operating, monitoring, reviewing, maintaining, and improving
information security management systems through the following activities:
(1) B2z &%2T4;
(2) #ARAZ &% 4 B Anfeit RIF A% 2 Ao 5% 36
(3) MALFERHAAZEXEBIR, FEREEXETA. BATEEN E s
HAE B
(4) BEASGTR, AEZ, £k, &
AERKR,
(5) # @ d3 A% 64 /& W) Fo U 09 °T 322 55 28
(6) #HRAIIE &2 4T IKR TARF UL
(7) R4 822 ERAKRETEITT

WAL, W, RS AEE B

>N

(1) Establish information security policies;

(2) Ensure the development and implementation of information security goals and plans;
(3) Communicate to the organization the importance of meeting information security
goals, complying with information security policies, and fulfilling legal responsibilities,
and continuously improving;

(4) Provide sufficient resources to establish, implement, operate, monitor, review,

maintain, and improve information security management systems;
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(5) Determine the criteria for accepting risks and the acceptable level of risks;
(6) Ensure the implementation of internal information security management system
audits;
(7) Implement information security management system management review.
5.2.2 1z &% 4 74t Information Security Policy
WARM LG F 4 e, WM, B E, T KE LT ISMS 74,
FERATHARFESUTELR:
The ISMS policy is defined based on the business characteristics, organizational
structure, geographical location, assets, and technology of the organization, and meets
the following requirements for information security:
(1) AREZRABMELTER, FHELEREENE ZERG T @ F RN
(2) HALFRFERENGEL, BEASRGLLEL S,
(3) Bkt Ao e E AR — B A FIRT, # A tRH ISMS;
(4) Z2RSEHEEIE,
(1) establishing a framework for information security objectives and establishing
overall direction and principles for information security activities;
(2) Comply with business and legal or regulatory requirements, covering contractual
security obligations;
(3) Establish and maintain an ISMS in an environment consistent with organizational
strategy and risk management;
(4) Approved by the top management.
5,23 2 8%A248 8 RXMFIGT Information Security Organizational roles,
responsibilities and authorities
2 ERTHRELELEEER%, BRELLLETERANR, 2268
W2 xS EMBEMBIRGE, URE., iR, Bizss BRI E A,
By establishing a top-down information security organizational strategy, building a
bridge for information security management, and establishing a reasonable information

security management organizational structure and functions, to ensure, coordinate, and
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monitor the achievement of security goals.
BEEAMBFEN “GEER. —AR, 2IWE. 20457 a8BRN,
The information security organization implements the organizational principle of "high-
level leadership, unified organization, division of labor and cooperation, and full
participation."

(1) BERLAMERMEERELEMFH, 386K T4,

(2) Ba%AMFAh ey, L2, NIE2RENNGELELTH
F— RN, R &EAKE, HELERAHTTAMRAET, HEL%EHR
FE K FE AR R,

(3) f3.8% 4 T4k8) B % & RINALIAE IT&IS,

() ITRIS RERZEXLIER, AL @ALRANS)MNE LT RTH,

(5) Z3RINBE— L7 EXEWARN
(1) The information security organizational structure includes an information security
leadership group and an information security working group.
(2) The Information Security Leadership Group consists of a General Manager and a
Deputy General Manager. The General Manager of the company, as the first person in
charge of information security work, makes information security commitments,
provides directional guidance for information security, and makes decisions on major
issues such as information security construction.
(3) The daily management function of information security work is located in IT&IS.
(4) IT&IS has set up an information security supervisor position, responsible for
comprehensively organizing and coordinating the company's information security
management work.
(5) Each department is equipped with an information security coordinator.
BHFEHNZREIRTT, HGIRNFBUF BTN, S FE (L1648 XAUR
AE) R LR IR R, SRR RIS &, SRIRAT LA W v 5 2 2 F A,
ol RO IR RN B AT B R
Maintain contact with government regulatory agencies such as public security network
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supervision departments and fire departments, external security experts (including
relevant authorities), or specialized organizations to obtain information at any time
track industry trends, respond to security incidents, and adjust the company's
information security strategy if necessary.
AR BRR L3FN B A5 BT F 89 R, T A R, LR,
Identify the access risks of external organizations to company information assets and
effectively manage them, mainly including.

(1) HIRRBR LT, e F AN R &ReREZ K,

(2) AI13n R0 P AL R IA A 42 ) 45 26 A= T Lo
(1) Sign agreements with external organizations and declare the company's information
security policy requirements to them,;
(2) Take effective control measures and means during external organization visits.
5.3 #LX| Planning
5.3.1 R 3t K& A=A 6933 Actions to address risks and opportunities
OB AR A9 AZ B 2 T @ @ i A9 e Fe ALiE, AR K T AR SR e E Kt
TRE, #le R EHAE, FHEBIEBEGHERHSEAN KT FE . IT&IS BIRIF
MR B EREAARAEIR, ARMXNSFETIE, MXTOELELE
& RFE A,
The Company shall address the identified risks and opportunities in information
security as well as the information security needs of relevant parties, develop treatment
measures, and assign relevant departments to implement them according to the nature
of the measures. IT&IS should track the implementation and effectiveness of relevant
disposal measures to ensure that relevant risks are controlled and the information
security needs of relevant parties are met.
5.3.2 17 &% A2 A% iF4 Information security risk assessment
NEZERTEEREEFERZFTRRANGLHE LRE, FEREALERY
R4 75 ik, 3 485 % 69 A N FFIR AR % 69 7T 48 ¢ F Ko ATt 4569 A% i
17 R AR R B R = AT AT T H 094 R,
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Risk assessment methods applicable to information security management systems and
identified business information security, legal and regulatory requirements should be
established, criteria for accepting risks should be established, and acceptable levels of
risks should be identified. The selected risk assessment method should ensure that the
risk assessment produces comparable and repeatable results.

5.3.3 28x 2N &4 & Information security risk treatment

K2 ) R BT B A R e Ak B AR

Information security risk management processes should be developed and app lied:

(1) EFXERNGFHFELERGEME, AFELNEFLLLANGLAE L

(2) B R e 4 E 45760, 9% 1S0/1EC27001:2022 M K A W #9424 4546 ;

(3) Zm#) 1S0/1EC 27001:2022 & R/ BB, 64 Boyisd R L iFa9 514
LA ;

(4) 13 B2 2 R1e 4k B it X AR Z 82 2R ARG B FRAF K FTAHEA GG SLE
(1) On the basis of considering the risk assessment results, select suitable information
security risk disposal options;

(2) When selecting risk disposal measures, fully reference the control measures in
Appendix A of ISO/IEC 27001:2022;

(3) Prepare a declaration of applicability for ISO/IEC 27001:2022, including necessary
control s and justification for their selection;

(4) The information security risk disposal plan and the approval of the risk owner for
residual information security risks should be obtained.

5.3.4 1z &4 B 69 R H 5% ALK Information security objectives and planning to
achieve them

FARYE A S| RS IRIE L, otk ER, FIRRBELEBF, BEXLAME
SN 0EEZETHRE -, REzh, FRIETILER,

Information security objectives should be formulated based on the actual situation of
the company and in combination with standard requirements. Information security

objectives should be consistent with the company's information security policy,
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quantified as much as possible, and comparable.
2822 BARAE RRRENR., REREATRAEAZTEXE:
Information security objectives are set from three aspects: confidentiality, integrity, and
availability of information:

(1) FREM: N %FEL FFE R, FHEAN 0K,

(2) ZEM: —RLFHRAKFEEZKR<30 54 (RPO A 30 54F) &

(3) THAM: —RLHFZRFETRHE=99.7% —R L% Z %46 RTO A 24 /)
it o
(1) Confidentiality: The number of times the company's top secret documents are leaked
is 0 times per year.
(2) Integrity: Levell business system data loss < 30 minutes (RPO of 30 minutes).
(3) Availability: Annual availability of Levell systems > 99.7%; The RTO of the Levell
system is 24 hours.
12 8:% 4 AR £ A ERNETABFZ .
The information security objectives should be communicated and promoted within
various internal departments.
A AT g A B ARGY AR SLEAT R AT, FEARIE EAT AR L AT L %
a9 LA,
Statistical analysis should be conducted annually on the completion of information
security goals, and necessary updates should be made based on the achievement of
standards.
AT B A BARAB R IRTTR 4T3 BARS] R K IER], 62 7 TA 2T Z A& B AR
T F 0 IR AR L TR 0 TAE . H M2 01 et R 89 7 Xk
Each department related to information security goals should develop implementation
plans for the goals, designate responsible persons, analyze the resources and necessary
work required to achieve the goals, determine measurement time, and evaluate methods
and methods.

5.3.5 2 8%4 %K Z T £ 4a9RX] Planning for changes to the information
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security management system

WRFEREERETERRBTR A NI FHAEE, RLE LR TRARNAT
ut, BH#ATA®AXR], FEELAAGMEKMKX R, BITREP okt T
R HG A E A AT F AR, FFAEAERINTTRAR TN TR

Based on the operation of the information security management system and internal
and external audits, when it is found that system optimization and changes are necessary,
comprehensive planning should be carried out, considering the interdependence of
various documents, and correlation analysis and improvement should be carried out.
The changed documents should be reapproved and controlled and trained and promoted
by relevant departments and personnel.

5.4 % 4% Support

12 8% 28 AR R TR KL T AR R FEARREZ KA BOBATOIESE o H] 2 H
HeiF g, HIRA. THRERXFEFE, FABRKGRREELIEX, AL
RKAARIR, A R k. RE. RFFFI

The records required by the information security management system are evidence of
the system's compliance with standard requirements and effective operation. Develop
and maintain records management methods that are easy to read, identifiable, and
retrievable, while also considering legal and regulatory requirements, and regulate the
identification, storage, protection, retrieval, custody, and disposal of records.
FEZARANITIROUER LELETEKZE T LR

The records of the information security system include all records necessary for the
operation of the information security management system.

5.5 &7 Operation

5.5.1 &47 MR A=242%] Operational planning and control

ATHRAGZEREER, NN, RAfEHE ELLTENE ZML

2, FAARIEELALBO—ZATHX,

In order to meet information security requirements, companies should plan, implement,

and control the processes required for information security management, and
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implement a series of plans to achieve information security objectives.

FARHAE &R AT RRRBATHNARNREANGEREETEZRRETWIERE, B
F XN T R HFIFFIAERIE 495 R, L2 RBEEBRBET i @Rh,

All records of the operation of the information security management system should be

maintained as evidence of its operation. Changes within the plan should be controlled

and the consequences of unexpected changes should be reviewed, and necessary

measures should be taken to mitigate any negative impacts.

AR 515 & A AR X 69 I 8 1A A A T A A L3200,

It should be ensured that outsourcing processes related to information security are

determined and controlled.

5.5.2 12 8% A% ¥4 Information security risk assessment

K PR R AME &R A RIS TS T ik, HF &SR I R AT & R A A AE 6

RARGIFAE TAE, B RMEITFERE, FIRAAFHAE,

According to the determined information security risk assessment method, each

department should be organized to carry out information asset identification and

information security risk assessment work every year, form a risk assessment report,

and submit it to the leader for approval.

N ARG A7 85 A e T 45 69 48 K38 Sk A

Relevant record files for information security risk assessment should be retained.

5.5.3 1z 8% 2N %4 & Information security risk treatment

I ARAE & BRIP4 B9 IS BEAT 3T AT, SRR S AT )3 K, H - S 4k B vk e

A E Xl B HEE ASRIZ R A F X PAT, AR ARE (e R A 6E)

AR, RIEEEREMAE,

Statistical analysis should be conducted based on the risks assessed by each department,

and risks should be classified and risk disposal strategies and plans developed. A

dedicated person should be arranged to track the implementation of the risk disposal

plan and form a report on residual risks (if any), which should be submitted to the

management representative for approval.
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REPR B AT &5 A RS Ak B 69 48 K TR LA
Records and documents related to the disposal of information security risks should be
retained.

47 AP Performance evaluation
5. 6.1 LA, M=, 4N Monitoring, measurement, analysis and evaluation
ATHRE &RETERRF BT, N ERXELZ2E KRR GA K
HHITNE, GENE&ELEBRARE L TERENNE,
In order to ensure the effective operation of the information security management
system, the company should plan to measure the effectiveness of the information
security management system, including the measurement of information security
objectives and information security management strategies.
TFREAS &% aR BN g4 2 M Z X, HBAAXARTRERMNE T4E. 5750
B IR &R 148 XA IR 5 E 4448 X 09 A8, SRt AT it o AT.
To carry out effective measurement of information security, a measurement plan should
be developed and measurement work should be carried out according to relevant
personnel. The relevant personnel of each department responsible for measurement
work collect data related to measurement tasks and conduct statistical analysis.
BRNTH AR AT O B BR S Z & TR, B3 &% e T4 it
L& T RIS &AL BIRG, #HBAXARERTE M.
Each department submits the data collected by their own department to the Information
Security Working Group, which will summarize it. For those who fail to achieve
information security goals, assessment will be conducted according to relevant
standards.
5.6.2 M3 % % Internal audit
R A (FR A Fa B B RAB L 12 AN ) BRI A B 245 &R AT KR AT,
B3R Ao A FAZABARE & R AR F LR Ar &K, A2 A3 84
TIARF G I=H BAR, f=FHE, IRAEFALAE:
Internal audits of the information security management system should be planned and
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organized annually (with an interval of no more than 12 months), including planning
and implementing audits, reporting results, and maintaining records, to determine
whether the control objectives, measures, processes, and procedures of the information
security management system are:

(1) FF & AR R B ool o ok B R HLEY B

(2) % MAEE &2 5K,

(3) 153 LAYt

(4) FHFMAIAT o
(1) Comply with the requirements of this standard and relevant laws and regulations;
(2) Meet the identified information security requirements;
(3) Effectively implemented and maintained,
(4) Execute as expected.
B JE BN 0 A e KRR A E B AR AR TR ER, TR Rt
TRR], AR THAGAEN, LE. RFT ik,
Consideration should be given to the status and importance of the process and area to
be audited, as well as the results of previous audits. The audit plan should be planned
to determine the criteria, scope, frequency, and method of the audit.
FRFAZR, AP AFHR, ALFHZGEN, TH., BEFTHE, F4
ROEBFF TR ARTEIRGEAE R, FER AL FZA T
8 TAE,
Before each audit, an internal audit plan should be prepared to determine the audit
criteria, scope, schedule, and audit team. The selection of auditors and the
implementation of audits should ensure the objectivity and independence of the audit
process. Auditors should not audit their own work.
5.6.3 EFIFH Management review

(PR faE ) RARE 12 AN A) FRERIFFLN, KNEREAKZITFRE

EXAEERR, IAREFSGETN., ot fh i, §2IFFQET

e ETRRARLONAFERNER, OENELLLTHAE LR
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A BARRIEE o B ILIRE A9 L R T A WAL A AF, TTR L e AR

Every year (with an interval of no more than 12 months), a management review meeting
is held to review the information security management system from the perspective of
management to ensure its continuous suitability, adequacy, and effectiveness.
Management review includes evaluating opportunities for improvement and the need
for changes in the information security management system, including a review of
information security policies and objectives. The results of management reviews should
be clearly documented, and records should be maintained.

5.7 7t Improvement

5.7.1 %2 # Continual improvement

FHFAE &G F AR R AT F AREIRT & N7 RS, E L% T4
17 &% & ARG A B BT IR Ao AT, 3 TR R RS fF R R B4
W, HFTREETFENF, FEXARLELLFEREZNETH., Aokt
H A

W

Every year, the information security management system is reviewed and improved
based on the review opinions. The effectiveness of information security policies and
objectives is evaluated and analyzed, corrective measures are taken for non
conformities and events found in the audit, and management review activities are
carried out every year to continuously improve the suitability, adequacy, and

effectiveness of the information security management system.

SV R it A A B A R 3]
Xiamen Hithium Energy Storage Technology Co., Ltd.

2025 % 8 A
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